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Abstract—An electronic health (e-health) record system is a 
novel application that will bring great accomodation in 
healthcare. The privacy and security of the sensitive 
personal information are the major concerns of the users, 
which could obstruct further development and widely 
adoption of the systems. The searchable encryption (SE) 
scheme is a technology to incorporate security aegis and 
propitious operability functions together, which can play a 
consequential role in the e-health record system.  In this 
paper, we introduce a novel cryptographic primitive 
designated as conjunctive keyword search with designated 
tester and timing enabled proxy re-encryption function (Re-
dtPECK), which is a kind of a time-dependent SE scheme. It 
could enable patients to delegate partial access rights to 
others to operate search functions over their records in a 
constrained duration. The length of the duration for the 
delegatee to probe and decrypt the delegator’s encrypted 
documents can be controlled. Moreover, the delegatee could 
be automatically deprived of the access and search 
ascendancy after a designated period of efficacious time. It 
can additionally support the conjunctive keywords search 
and resist the keyword conjecturing attacks. By the solution, 
only the designated tester is able to test the 
sse of certain keywords. We formulate a system model and a 
security model for the proposed Re-dtPECK scheme to show 
that it is an efficient scheme proved secure in the standard 
model. The comparison and extensive simulations 
demonstrate that it has a low computation and storage 
overhead. 
Keywords—Searchable encryption, time control, 
conjunctive keywords, designated tester, e-health, resist 
offline keyword guessing attack.  

 
I.  INTRODUCTION 

In recent years, personal health record (PHR) has emerged as 
a patient-centric model of health information exchange. A 
PHR accommodation sanctions a patient to engender,   

manage, and control her personal health data in a centralized 
place through the web, from anywhere and at any time (as 
long as they have a web browser and Internet connection), 
which has made the storage, retrieval, and sharing of the the 
medical information more efficient. Especially, each patient 
has the full control of her medical records and can 
efficaciously share her health data with a wide range of 
users, including staffs from healthcare providers, and their 
family members or friends. In this way, the precision and 
quality of care are amended, while the healthcare cost is 
lowered. Concurrently, cloud computing has magnetized an 
abundance of attention because it provides storage-as-a-
accommodation and software-as-a accommodation, by which 
software accommodation providers can relish the virtually 
illimitable and elastic storage and computing resources [1]. 
As such, the PHR providers are more and more disposed to 
shift their PHR storage and application accommodations into 
the cloud in lieu of building specialized data centers, in order 
to lower their operational cost. For example, two major 
cloud platform providers, Google and Microsoft are both 
providing their PHR accommodations, Google Health1 and 
Microsoft HealthVault[2] respectively. 
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III. FIGURES AND TABLES 
 

 
Fig .1: System Model. 

 
Fig.2: New Patient Info. 

In fig.2. the patient register their information by giving 
email-id, name, gender, age, phone no, street , city and zip-
code to consult  a doctor  and  access rights to others to 
operate search functions over their records in a limited time 
period and  only the designated tester is able to test the 
existence of certain keywords.  

 
Fig.3: Encryption of Data in Cloud 

In fig.3. the proxy re-encryption (PRE) method can be 
introduced to fulfill the requirement. A novel mechanism 
proposed to automatically revoke the delegation right after a 
period of time designated by the data owner. The data owner 
is capable to preset   effective access time periods for 
different users. 
    

IV. CONCLUSION 
In this paper, we have proposed a novel Re-dt PECK 
scheme to realize the timing enabled privacy-preserving 
keyword search mechanism for the EHR cloud storage, 
which could fortify the automatic delegation revocation. 
The experimental results and security analysis designate 
that our scheme holds much higher security than the 
subsisting solutions with a plausible overhead for cloud 

applications. To the best of our erudition, until now this is 
the first searchable encryption Scheme with the timing 
enabled proxy re-encryption function and the designated 
tester for the privacy–preserving HER cloud record storage. 
The solution could ascertain the confidentiality of the EHR 
and the resistance to the KG attacks. It has withal been 
formally proved secure predicated on the standard model 
under the hardness posit of the truncated decisional l-
ABDHE quandary and the DBDH quandary. Compared 
with other classical searchable encryption schemes, the 
efficiency analysis shows that our proposed scheme can 
achieve high computation and storage efficiency besides its 
higher security. Our simulation results have additionally 
shown that the communication and computation overhead 
of the proposed solution is feasible for any authentic world 
application scenarios. 
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